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TYPES OF PHONE SCAMS

• tech support scams “this is Microsoft support”


• romance scams.


• loan and refinancing scams, such as reverse mortgages.


•  IRS phone scam, where the caller claims to work for the IRS and demand immediate 
payment.


• “Rachel from card services” call, wherein an automated voice informs that you qualify for a 
new credit card in order to get financial information out of you. Be wary of any such calls 
claiming to come from card services.


• Hi Grandma!



SIGNS OF TELEPHONE SCAMS

• Congratulations ‘your name,’ you’ve been specially selected for this offer.


•  Call in to claim the valuable prize you have won.


• You have won big money in a foreign lottery.


• You trust me, right?


• We need your credit card details just for the shipping and handling charges.


• Robo calls


• The IRS will never call you.


• Cell phones aren’t immune to these calls.



WHAT TO DO

• Hang up the phone. Don’t stay on the phone. Give the example of my Mom.


• Let your family handle your finances. 


• Call someone you trust to tell them what happened. 


• Sign up for he do not call registry. However this does not stop most scam calls.


• Never answer any questions or reply yes to any question. 



MAIL and EMAIL 
SCAMS

• Come in many forms (emails are called smishing)


• Official looking documents claiming money owed or won


• Requests for money to protect your Social Security


• Repeated request from political candidates and AARP


• “Your warrantee is expiring”


• Life insurance


• Disabled veterans


• Almost always are looking for personal information







MAIL and EMAIL SCAMS-WHAT TO DO

• Never give out personal information. 


• Never click on any links. 


• Don’t trust caller ID (518 numbers from old users)


• If its too good to be true, it probably is


• “Did I send money?”


• Confide in a trusted family member or staff member



GENERAL PROTECTION TIPS

•  Be aware that you are at risk from strangers—and from those 
closest to you

• Sign up for the “Do Not Call” list and take yourself off multiple 
mailing lists

• Use direct deposit for benefit checks to prevent checks from being 
stolen from the mailbox

• Never give your credit card, banking, Social Security, Medicare, or 
other personal information over the phone unless you initiated the 
call



OTHER SCAMS







GENERAL PROTECTION TIPS

• Shred all receipts with your credit card number

• Don’t isolate yourself—stay involved!

• Never give your credit card, banking, Social Security, Medicare, or 
other personal information over the phone unless you initiated 
the call  and know who you called.

• Other ideas? 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